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Contact information

E-mail vojtechsu@mail.muni.cz
Github © github.com/vojtechsu

Areas of expertise

Elliptic curve cryptography, side-channel attacks, post-quantum cryptography

Education

2020 - Ph.D. Study Programme, Masaryk University, Faculty of Informatics,
Topic: Analysis of the security of elliptic curve cryptography
2020 -2023 Ph.D. Talent: Scholarship for talented Ph.D. students
2018 - 2020 Master of Science, Masaryk University, Faculty of Science
Study program: Algebra and discrete mathematics
Thesis: Post-quantum cryptography: Isogeny volcanoes
2015-2018 Bachelor of Science, Masaryk University, Faculty of Science
Study program: Mathematics, Thesis: Permutation groups
2014 English CAE certificate (level C1)

Research projects

2024 - ECTester. Tool for testing and reverse-engineering elliptic curve implementations on
smart cards using invalid inputs. Results accepted to CHES 2025 [3]]. I originated the
core idea of the reverse-engineering methods and performed the measurements.

2023 - Fast signatures. Lead developer of an acceleration of the verification of digital signa-
tures on a Cortex M4 device. Currently under review. I originated all of the core ideas
and was responsible for the implementation and measurements.

2021 - DiSSECT. Python tool for generating cryptographic elliptic curves, analyzing stan-
dards, and maintaining a standardized curve database. Results presented at
AfricaCrypt 2022 [2], see https://dissect.crocs.fi.muni.cz. I co-developed the
main ideas and have been the maintainer of the implementation.

2023 - 2024 pyecsca. A side-channel analysis toolkit for reverse-engineering elliptic curve algo-
rithms; results presented at CHES 2024 [1]], see https://pyecsca.org. I participated
in the main research analysis and contributed to the development of the toolkit.

2022 -2024 Security tools. Participation in the development of tools for the verification of the se-
curity of cryptographic devices for the Czech national cyber and information security
agency (NUKIB).
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Internships and further experiences

Fall 2022 Research visit to Prof. Steve Miller at Rutgers University. Focus on the analysis of
standardized elliptic curves.

2021 -2022 Supervision of two student research projects focused on post-quantum isogeny-based
protocols. One of them won the Czech Head prize 2021 for high school students
(category Ingenium).

2018 - Teaching or helping with courses on information security, mathematical cryptogra-
phy, and fundamentals of mathematics at the Faculty of Informatics at MUNI.

2015-2018 The main organizer of mathematical seminars for high school students.
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